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these include call logs, text files, images,
encrypted files, compressed files, pst files,
microsoft office files (excel, word,
powerpoint), pdf files, password files,
registry files, html files, zip files, scripts (asx,
vbs, vbs.dll), executables (winexe, exe, bat,
vif, vvx, wsh, com, lnk, uat), media files (avi,
dvd, vrd, mp3, wma), jpeg files, mp4 files,
ntfs files, and pdf files. our detailed analysis
of viruses sees each product (excluding the
cloud versions) tested against all known
viruses in the three sets, with data in the
form of detection rates and errors gathered
over the three weeks prior to the test
deadline. for each virus set, this analysis is
then repeated in the same form over the
following week to give an indication of real-
world detection and detection rates. the post-
test analysis is based on information
gathered from analysis of thousands of
samples submitted to virustotal and also
based on our own feedback of new viruses.
in addition, we use a combination of search
engines , and feedback from various security
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bodies and independent security testers. a
few minor changes in methodology are being
made, the most important of which is a
move away from the use of categories of
products for the comparative data. this was
not without issues, not least in that it led to
a large number of products lumped together
with no real understanding of what went on.
for example, a large number of products
were above 98 per cent in detection and 98
per cent in performance. the failure to
account for these products simply as high or
low performers only leads to uncertainties in
making comparative statements. we do not
consider adding to this as a solution to the
issue, and therefore have decided to switch
to a series of rankings for the comparative
data, in which all products are ranked and
then sub-ranked. ranging from a high of 1 to
a low of 7 each, these are: detection (1=best
detection, 7=worst detection); performance
(1=best performance, 7=worst
performance); and overall (1=best overall,
7=worst overall). the precise rankings
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chosen for each area are difficult to define,
as a mixture of factors is taken into account
including performance and success in the
real world. however, although they are not
meant to replace individual product
comparative tables, we do feel they provide
a more complete reflection of how we rate
the products.
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a download link to the manual was provided
on the file we downloaded from the

download site, and opening it reveals a very
nicely produced user manual with lots of

useful information, such as tips to speed up
online scans. it also has a wealth of

information on possible virus names and file
types, which can be a good place to start if

you’re new to detection and want to
understand the nuances of the application.

the manual is certainly of much better
quality than other manuals we’ve

encountered, and is well constructed and
easy to read. our first impression of the

arcavir product was that it is an
exceptionally simple package, and it is

certainly easy to use, although it will not be
to everyone’s tastes. during our period of
observation with the file it would detect

every single file it could find on the system,
complete with all the results it could provide,
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but the list of items detected was quite
confusing. all detections are reported in a
list, most with a date stamp, and there is
also a summary list at the end, with all

detections from the past few days added on.
while it may take some time to learn the file
types and specific items the product detects,

the interface is certainly easy to use. the
program itself is very simple, just a single

executable, split into two sections, one
containing the icon and main window of the

application, and the other containing the
search engine. all you need to do is to enter
a search term to indicate what you want to
find, select any files you want included, and
the program will do its best to find them and
add them to a list. for users familiar with the
task at hand, we found that it took a while to
get the most out of it. the search terms (for
example, virus, worm or trojan) were case-
sensitive and there were no field-specific

searches available. the file-searching options
were limited to the file’s extension or file
name, so short file names and file names
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with spaces in them were a problem. some
file extensions were not highlighted, such as
virus (.exe) and worm (.bat) files. lastly, the
ability to extend the search via a wildcard is
well hidden, and an extra button needs to be

pressed, so it’s not as easy to use as it
should be. the results showed why: most of
the time it found nothing, reporting that no
items matched the specified search terms.
as most users likely have a few of the file

types we have tested it on, these are listed
in its search engine, which also displays the
results from the last scan (over what time
period and how many scans? these two

details are not found on the initial screen).
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